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1. 1. Introduction
business assets so that we can:

operate effectively as a business
provide services to our customers in a reliable and secure manner
maintain a safe and healthy working environment for our people and our visitors

For the purpose of this policy, our business assets include:

The people we employ, or otherwise engage to work with us, including contractors and suppliers.
The processes we use to run our business or deliver services to our customers.
The hardware, software, and other tools and technology we use to support business operations and service 
delivery.
The information and data sources M247 create, use or change (this includes data stored on computers and 
mobile devices, transmitted across networks, printed out or written on paper, sent by e-mail or fax, stored on 
tapes, disks, DVDs, CDs or memory devices, or spoken in conversation and over the telephone);
Our brands, designs, patents, and other intellectual property.
The buildings and facilities, the furniture, fixtures and fittings, and the environmental working and 
surrounding areas and utilities we maintain to provide an acceptable working environment for people and 
technology.

2. Scope and Exceptions

The protection and preservation of our business assets owned or retained for operational processing by 
M247 and its group operations as it operates from the UK and International Sites.

The documentation is maintained electronically and consists principally of this policy together with any linked or 
referenced documents and records.
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3. Principles of this Policy

3.1. Confidentiality

3.2. Integrity

3.3. Availability

3.4. Legality

4. Context of the Organisation and Security Objectives
M247
/other (business) objectives. That is, to ensure:

The design, delivery, support and maintenance of bespoke infrastructure services including the provision of cloud, 
connectivity, hosting, telecommunications, and security services.

S.M.A.R.T 
Specific (simple, sensible, significant)
Measurable (meaningful, motivating)
Achievable (agreed, attainable)
Relevant (reasonable, realistic, resourced, results based)
Time Bound (time limited, based, cost limited, timely, time sensitive)
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The applicable company Framework-Standard Manual shall define IS Objectives will be annually defined and updated. 
These will include specific and suitable KPI and Objectives.

5. Interested Parties
M247 define interested parties at the highest level as.

Party Needs and Expectations
Employees Data protection

Working practices & procedures
Company rules
Contractual obligations

Shareholders/owners of the business Data protection
Contractual obligations
Performance & Monitoring

Government agencies/regulators Performance & Monitoring
Regulatory Requirements

Emergency services (e.g., fire brigade, police, 
ambulance, etc.)

Performance & Monitoring
Regulatory Requirements

Customers Data protection
Site security
Service availability
Contractual obligations

Employee families Data protection
Performance & Monitoring

Media Performance & Monitoring

Suppliers and partners Data protection
Contractual obligations
Approval of suppliers
Performance & Monitoring

6. Security Policy

6.1 Security Policy Framework & Management Commitment
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6.2 Organization of Business and Information Security

6.2.1 Security Committee Forum

6.2.2 Security Committee
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6.2.3 Senior Management

6.2.4 M247 Employees

6.2.5

6.2.6 Project Managers

6.2.7 People/Human Resources Team
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6.3 Asset Management

6.4 Human Resources Security

6.5 Security in Operations Management
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6.6 Systems acquisition, development. & Maintenance
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6.7 Incident Management

Reporting Security Incidents
It is important that all security incidents are reported immediately;

a. All users must report known or suspected password compromises.
b. All instances of suspected disclosure of sensitive information must additionally be reported. This is 
especially time-critical for sensitive data and information systems that store sensitive data.
c. Additionally, all users must promptly report to the M247 Security Committee any loss of or severe 
damage to their hardware or software. For example, if a portable computer is stolen, the theft must be 
reported.
d. Users must also report all suspected compromises to M247 data/information systems.
e. If information security vulnerability is discovered or known to exist in any network or system, this too 
must be reported.
f. Any other instance of security, data or information breach

Client Notification - Clients whose data has been impacted by a security incident will be notified per the terms of their 
agreement and M247 reporting processes. All client notifications concerning security incidents are to be approved by 
M247 Senior Leadership after notification from the M247 Security Committee sec.committee@m247.com.

Incident Management - All users must report suspected or known security violations to M247 Security Committee and if 
required, Hosting/Infrastructure teams.

Incident Evaluation - The evaluation of information security incidents might indicate the need for enhanced or additional 
controls to limit the frequency, damage, and cost of future occurrences.

Evidence Collection - Where a follow-up action against a person or organisation after an information security incident 
involves legal action (either civil or criminal), evidence should be collected, retained, and presented to conform to the 
rules for evidence laid down in the relevant jurisdiction(s). Requirements for evidence collection will be supplied by M247 
Security Committee through the Legal Team.

Any forensics work should only be performed on copies of the evidential material. The integrity of all evidential material 
should be protected. Copying of evidential material should be supervised by trustworthy personnel and information on 
when and where the copying process was executed, who performed the copying activities and which tools and programs 
have been utilised should be logged.

How to Log a Security incident MetaCompliance - In order to Log a Security Incident or event please go to 
https://cloud.metacompliance.com/Account/Login
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Log in to your account with your M247 email and MetaCompliance password;
Once Logged in select Report Incident.
Select Add Incident;

Examples of items to report Data Breach sent an email to the wrong person, tailgating onsite, unknown 
person onsite or in-office areas without escort, suspected phishing emails, data left in public area, virus or 
malware issues.

Complete the incident log, you will need to detail,
Once Completed, please select submit, you will also receive an email to confirm this has been logged 
and will be dealt with by a senior employee.

If you have any questions regarding this process please contact the security committee directly on 
sec.committee@m247.com

6.8 Business Continuity Management

6.9 Compliance
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7. Policy Review and Evaluation

8. Internal Audits

9. Continual Improvement
Based on outputs of pro-active actions such as audits and meetings or retro-active actions such as security events, security 
incidents or other outputs identified within this policy and associated documents, M247 shall ensure a continual 
improvement methodology is used and awareness of such a methodology shall be intrinsic to all security related training 
activities.

Essential actions to such a methodology are.

1. To determine and resolve the immediate challenge (reporting to regulatory bodies where required)
2. To investigate and document the root cause
3. To take action to prevent future occurrence (or have the option to decide not to where appropriate)
4. To maintain related records
5. To review such records and challenges during Management Reviews
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10. CEO/CFO Statement
M247 is committed to implementing policy and controls that fulfil our requirements for information security, along with 
continual improvement of our information security management system.

Signed: D Edwards Date: 21.09.2022 Review Date: 21.09.2022

D Edwards - CEO
______________________________________________

11. Review
This policy will be reviewed at least every 12 months.

12. Changelog

Version Date Comments Name Title Function
0.1 17/07/2017 First Draft Assembly/Transition 

(CIO/Group Information Security 
Manager)

Gary Thomlinson, 
Gary Myers

Head of Risk and 
Compliance, 
Group 
Information 
Security Manager

Author

0.2 21/07/2017 Addition of continual improvement, 
internal audit, and objectives. (Group 
Information Security Manager)

Gary Thomlinson, 
Gary Myers

Head of Risk and 
Compliance, 
Group 
Information 
Security Manager

Author

0.3 07/08/2017 Continued evolvement of pre-release 
document

Gary Thomlinson, 
Gary Myers

Head of Risk and 
Compliance, 
Group 
Information 
Security Manager

Author

1.1 08/08/2017 Release authorised. V1.1 set as this 
document supersedes the original 
V1.0 (that was version dated rather 
than incrementally versioned) 
document for TP.

David Warburton-
Broadhurst

CIO Approver

1.2 14/08/2017 Updated Legal Entities Gary Thomlinson Head of Risk and 
Compliance

Author

1.3 06/11/2018 Reviewed and rebranded Gary Myers Group 
Information 
Security Manager

Author

1.4 08/11/2018 Reviewed by CEO, minor changes 
made for clarity 

Jenny Davies CEO Author

1.5 17/09/2019 Review with AT to update and 
check requirements

Gary Myers and 
Andrew Turner

Group 
Information 
Security 
Manager

Author

1.6 16/09/2020 Review with AT to update and check 
requirements

Gary Myers, 
Andrew Turner

CISO Author

V1.7 04.08.2021 Updated Owner, Reviewed and 
changed Exec Owner

AJT R&C R&C
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TSA requirements
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